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Abstract— Emerging cyber-physical systems (CPS) often require collecting end users’ data to support data-informed
decision making processes. There has been a long-standing
argument as to the tradeoff between privacy and data utility. In
this paper, we adopt a multiparametric programming approach
to rigorously study conditions under which data utility has to
be sacrificed to protect privacy and situations where free-lunch
privacy can be achieved, i.e., data can be concealed without
hurting the optimality of the decision making underlying the
CPS. We formalize the concept of free-lunch privacy, and
establish various results on its existence, geometry, as well
as efficient computation methods. We propose the free-lunch
privacy mechanism, which is a pragmatic mechanism that
exploits free-lunch privacy if it exists with the constant guarantee of optimal usage of data. We study the resilience of this
mechanism against attacks that attempt to infer the parameter
of a user’s data generating process. We close the paper by a case
study on occupancy-adaptive smart home temperature control
to demonstrate the efficacy of the mechanism.

I. I NTRODUCTION
One of the hallmarks of CPS, ranging from smart homes,
smart transportation systems, smart energy systems, to smart
cities, is that data collected from individuals or entities
serve an indispensable part of decision making and control
underlying the systems’ operation. For instance, a household’s occupancy is being sensed to inform the control over
lighting and heating for greater energy efficiency; taxi drivers
continually share their GPS data with a central dispatch
solver in order to receive automated and optimized route
suggestions. The individuals and entities that engage with
these CPS infrastructures would naturally wish to preserve
privacy of their data.
Different CPS operations require data with varying degrees of granularity, which can generally be categorized into
aggregate-level and individual-level. In the former case, the
CPS operation is contingent on the statistics extracted from
aggregate data of a group of individuals. A typical example is
smart grid load balancing, which utilizes the agglomeration
of smart meter data to forecast future demand. In these types
of operations, it can be assumed that there is a database
that contains data records of relevant population and the
operator queries the database to acquire the information of
interest to system operation. There has been fruitful research
of privacy preservation in this setup. Popular privacy metrics
include differential privacy [1], [2] and k-anonymity [3],
whose commonality is to hide an individual’s private data
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in an aggregate of population, also known as “hiding in the
crowd”.
In contrast, there are also CPS applications, such as
the aforementioned smart home control and taxi dispatch
examples, where service is delivered based on individual data
rather than aggregate information. The access to personal
records is necessitated in this type of CPS due to its nature
of personalized service provision. Privacy-preserving technologies developed under the “aggregate-level” setup cannot
be directly applied here, as there is essentially “no crowd in
which to hide”. Several privacy metrics have been studied
to protect data at the individual level as opposed to at the
database level. One of the oldest ones is called local differential privacy [4], [5], which provides plausible deniability
by randomizing individual records. Another widely studied
approach is to use information-theoretic measures to model
privacy loss [6], [7], and protect privacy by adding optimally
designed noise such that the privacy loss is minimized under
some utility constraints.
In this paper, we focus on privacy protection at an individual level in CPS applications. Our paper is originally
inspired by the observations in smart home heating system
control. It is found that many of the occupancy measurements
are redundant in the sense that their values do not change
the optimal control of the heating system. We formalize our
observations from the smart home application, and propose
the concept of free-lunch privacy. The idea is to identify the
critical data which must be reported truthfully in order to
enjoy the optimal service, versus the unimportant data which
can be concealed or disturbed without sacrificing control
performance. Free-lunch privacy exists at a data point if it
can be replaced by a falsified value without harming the
utility. Free-lunch privacy is a pragmatic privacy metric since
its objective is to always guarantee the optimality of service
provided by CPS while reducing private data release by
exploiting the possible insensitivity of CPS operation to data
measurements.
The contributions of this paper are as follows: Firstly, we
develop a systematic approach to characterize the utility of
data for control or a decision making process that can be
characterized by an optimization problem. This approach can
also be applied to information-theoretic privacy framework
to rigorously study the tradeoff between privacy and control performance. We formalize the free-lunch privacy and
study its existence and methods to compute it. Secondly,
we propose a free-lunch privacy mechanism that processes
original data into the one that contains minimum private
information for realizing optimal control. It is a selective data
disclosure procedure that materializes the Fair Information

Principles [8], and can also be treated as an adaptive local
differential privacy mechanism such that the reported data
conforms with local differential privacy guarantee when
it is not crucial for control or decision making. We also
study the implication of free-lunch privacy mechanism for
adversarial inference on the random process that generates an
individual’s data. Lastly, we present a case study to show the
use of free-lunch privacy mechanism in heating, ventilation,
and air conditioning (HVAC) control in smart buildings.
The paper is organized as follows. We describe the problem formulation in Section II, and introduce the properties
of free-lunch privacy in Section III. The resilience of freelunch privacy mechanism against statistical inference attacks
is elaborated in Section IV. Section V demonstrates a case
study on HVAC control. Section VI concludes the paper.
II. P ROBLEM F ORMULATION
A. General setup
We consider a service provider that requires its end user to
send personal information for delivering customized service.
Let the user’s data be θ ∈ Θ. The service is considered
the result of a data-dependent decision making process,
characterized by the following optimization problem
x∗ (θ) = arg min J(x, θ)
x

s.t.

g(x, θ) ≤ 0

(1)

where x ∈ X is the decision variable, and the data θ can be
treated as the parameter of the optimization problem. User
data and parameter will be used interchangeably to indicate
θ.
1) Example 1 (Occupancy controlled thermostat in smart
home): The smart thermostat continually monitors home’s
occupancy via an occupancy sensor, and uses it as an
input to a Model Predictive Controller (MPC) that is designed to minimize the energy cost while maintaining users’
comfort [9]. Here, θ ∈ {0, 1}, indicating home owner’s
presence/absence. x stands for the control actions such as
supply air temperature. J(x, θ) is the objective function of
MPC. g(x, θ) includes physical and comfort constraints in
the MPC.
2) Example 2 (Taxi dispatch with real-time GPS data):
Drivers’ real-time GPS location data can be used for improving taxi dispatch efficiency. An optimal taxi dispatch
problem is described in [10], where the objective J(x, θ) is
to minimize the supply-demand mismatch and idle driving
distance of all taxis, x includes dispatch order matrix and
idling driving distance, θ is drivers’ location information and
considered to be privacy-sensitive, and g(x, θ) represents a
set of operational constraints.
3) Example 3 (Integrated heat and electricity dispatch):
Coordination between heat and electricity dispatch leads to
a number of synergistic benefits including lower operational
cost and more reliable energy supply. Often, in a large city
there are many small district heating systems (DHSs) owned
by different companies and only one electricity control center
(ECC) managing the entire electricity system. To achieve
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Fig. 1: Diagram of (a) Traditional data sharing (b) Free-lunch
privacy mechanism.

combined heat and power, DHSs need to share with ECC the
detailed information regarding the heat loads, which raises
the concern of privacy [11]. In this example, θ includes
information about the heat loads, x stands for the heat and
electricity dispatch decision, and J(x, θ) and g(x, θ) represent the total operational cost and constraints, respectively.
In this paper, we focus on the scenario where the required
data for service provision is privacy-sensitive, as exemplified
by the examples above. Our objective is to study the sensitivity of a service x∗ (θ) to the variation of a data value θ. In
particular, we are seeking an “equivalence set” that contains
data points resulting in the same service as the true data. If
the set exists, the true data can be replaced by an arbitrary
point in its equivalence set without changing the service and
thereby “free-lunch” privacy is achieved.
We will narrow down our scope to modeling the interaction between a single user and the service provider. In
future work, we hope to extend the framework to multi-user
scenario, where many interesting issues arise. For example,
how does a system designer allocate privacy between users?
There could be situations where only some of users can
hide their parameters, and there needs to be a mechanism to
decide which users get to experience “free-lunch privacy”.
Additionally, there is the potential for information leakage
about other users through the sharing of equivalence sets.
We now formally state the definition of “equivalence set”
and “free-lunch privacy”.
Definition 1: For a given optimization problem in the
form of (1), θ is said to be equivalent to θ0 , denoted by
θ ∼ θ0 , if and only if x∗ (θ) = x∗ (θ0 ).
Definition 2 (Equivalence set): The equivalence set of
θ ∈ Θ is the set [θ] = {θ0 ∈ Θ : θ0 ∼ θ}
Proposition 1: The relation defined in Definition 1 is in
fact an equivalence relation, i.e. it is reflexive, symmetric,
and transitive. Furthermore, the collection of equivalent sets
of Θ is a partition of Θ, i.e., every element of Θ belongs to
one and only one equivalence set.
Definition 3 (Free-lunch privacy): The optimal decision
making problem given by (1) is said to enjoy free-lunch
privacy at θ, if [θ] is not singleton.
Proposition 1 allows us to devise a data sharing mechanism that exploits free-lunch privacy in an optimal decision
making process, illustrated by Fig. 1b. Instead of directly

requesting data from the user, the free-lunch privacy mechanism features a two-way communication as follows:
1) The service provider sends the user the equivalence
partition of data space Θ, or the relevant information
to compute the equivalence set of any given data
2) The user randomly selects a data point in the equivalence set of the true data and report it to the service
provider
If the equivalence set of the true data is a singleton, then
the user will end up reporting the true data; otherwise, the
proposed mechanism can hide private data without impacting
the optimal decision.
We can see that the degree of privacy protection offered by
the free-lunch privacy mechanism depends on the existence
of non-singleton equivalence sets. Next, we will focus on
quadratic programming which has been extensively used in
MPC, resource allocation, and financial applications, and
study the geometry of the equivalence sets associated with
the quadratic optimization problem.
B. Quadratic programming setup
Notations: If G is a matrix, then Gi denotes the ith row
of G. In addition, if A is a index set, then GA denotes the
submatrix of the rows of G corresponding to the index set A.
The dimension of a polyhedron P = {x ∈ Rn |P x x ≤ P c }
is the dimension of its affine hull and denoted by dim(P ).
If dim(P ) = n, then the polyhedron is said to be fulldimensional. The closure and interior of a set S is denoted
by cl(S) and int(S), respectively.
We consider the following optimization with strictly convex quadratic objective and linear constraints,
1
J ∗ (θ) = min J(x, θ) = xT Hx
x
2
(2)
s.t. Gx ≤ w + Sθ
where x ∈ Rs , θ ∈ Rn , G ∈ Rm×s , w ∈ Rm , and
S ∈ Rm×n . H ∈ Rs×s and H  0. Note that the more
general problem with J(x, θ) = 12 xT Hx + θT F x, where the
objective and constraints are both dependent on the user data
θ, can always be reformulated into the form of (2) by using
the variable substitution x̃ = x + H −1 F T θ. We denote by
Θ∗ the region of parameters such that (2) is feasible:
Θ∗ = {θ ∈ Rn : ∃x satisfying Gx ≤ w + Sθ}

(3)

Let I = {1, · · · , m} be the indices of constraints. In what
follows, we define the key concepts for stating the main
results of the paper.
Definition 4 (Optimal active set): Let x be a feasible
point of (2) for a given θ. The active constraints are the
constraints that satisfy Gi x − wi − Si θ = 0. The indices of
the constraints that are active at x∗ (θ) is referred to as the
optimal active set, denoted by A(θ), i.e.,
A(θ) = {i ∈ I : Gi x∗ (θ) − wi − Si θ = 0}

Lagrange multiplier. The optimal inactive set is similarly
defined as
N (θ) = {i ∈ I : Gi x∗ (θ) − wi − Si θ < 0} = I \ A(θ)
(5)
Definition 5 (Critical region): Given an index set A ⊆ I,
the critical region CRA associated with A is the set of
parameters for which the optimal active set is equal to A,
i.e.,
CRA = {θ ∈ Θ∗ : A(θ) = A}
(6)
Definition 6 (LICQ): We say that Linear Independence
Constraint Qualification (LICQ) holds at θ if the set of
constraints indexed by A(θ) are linearly independent, i.e.,
GA(θ) has full row rank.
Theorem 1 ([12]): Consider the parametric quadratic programming in (2). The optimizer function x∗ (θ) : Θ∗ → Rs is
continuous and piecewise affine in the sense that there exists
a finite set of full-dimensional polyhedral critical regions
CR = {CR1 , · · · , CRK } such that Θ∗ = ∪K
k=1 CRk ,
int(CRi ) ∩ int(CRj ) = ∅ for all i 6= j and x∗ (θ) is affine
inside each critical region CRk , i.e., x∗ (θ) = Fk θ + gk , for
all k ∈ {1, · · · , K}.
Note that if the subscript of CR is an index, e.g., CRi ,
then it will be used to denote the i-th critical region; if the
subscript of CR is a set, e.g., CRA , then it stands for the
critical region whose optimal active set is A, i.e., A(θ) =
A, ∀θ ∈ CRA .
Theorem 1 indicates that the parameter space can be partitioned into a collection of full-dimensional critical regions,
and the optimizer function on each critical region is an affine
function whose parameters can be completely determined
given the parametric programming in (2).
The expression of critical regions and the optimizer function associated with each critical region can be obtained from
the KKT conditions. The detailed derivation of Fk , gk , and
the characterization of CRk can be found in [12].
III. E QUIVALENCE S ET
A. Computation method
We start by addressing the problem of calculating the
equivalence partition of the parameter space, with which
the user can hide their original data while enjoying the
same service as when reporting the truth. To do that, an
algorithm is needed to compute the equivalence set of any
given parameter.
Instead of exhaustively searching over the entire parameter
space and checking the equivalence between every parameter
and the given parameter, Theorem 1 allows us to search the
parameter space in a region-by-region manner and directly
solve for the equivalence set constrained to each critical
region.
Theorem 2: Given any θ∗ ∈ Θ∗ , let CRk∗ be be critical
region whose closure contains θ∗ . Then,

(4)

We also define as weakly active constraint an active constraint with an associated zero Lagrange multiplier, and as
strongly active constraint an active constraint with a positive

[θ∗ ] = ∪K
k=1 (CRk ∩ Pk )

(7)

Pk = {θ : Fk θ = Fk∗ θ∗ + gk∗ − gk }

(8)

where

Theorem 2 leads to Algorithm 1, which inspects every
critical region in the parameter space, and calculates the
intersection of each critical region with a linear subspace that
achieves the same optimizer as the one at the true parameter
θ∗ .
Algorithm 1: Equivalence set computation
Input : Parameter θ∗ , critical region CRk and
associated optimizer function parametrized by
Fk and gk (k = 1, · · · , K)
Output: Equivalence set [θ∗ ]
∗
∗
1 Find k such that CRk∗ contains θ ;
2 S ← ∅;
3 for k = 1, · · · , K do
4
Pk ← {θ : Fk θ = Fk∗ θ∗ + gk∗ − gk };
5
S ← S ∪ (CRk ∩ Pk );
6 end

Next, we present some sufficient conditions that can be
used to exclude the critical regions that do not contain any
equivalent parameters to a given parameter without the need
to explicitly compute the intersection.
Theorem 3: Assume that A and B are the optimal active
sets associated with two full dimensional critical regions
CRA and CRB and that LICQ holds on A and B, i.e., GA
and GB both have full row rank. Moreover, assume that there
are no constraints which are weakly active at the optimizer
x∗ (θ) for all θ in int(CRA ) or int(CRB ). Let U = A ∪ B.
If GU has linear independent rows, then x∗ (θ1 ) 6= x∗ (θ2 )
for all θ1 ∈ int(CRA ) and θ2 ∈ int(CRB ).
Proof: The KKT conditions for (2) are:
Hx∗ + GT u∗ = 0, u∗ ∈ Rm
u∗i (Gi x∗
∗

− wi − Si θ) = 0

(9)
(10)

Gx − w − Sθ ≤ 0

(11)

u∗i

(12)

≥ 0, ∀i ∈ {1, · · · , m}

It follows that x∗ = −H −1 GT u∗ . Since for inactive constraints u∗i = 0, we have
x∗ = −H −1 GTA u∗A , on CRA
∗

x = −H

−1

GTB u∗B ,

on CRB

(13)
(14)

We now prove the result by contradiction. Assume that
there exist θ1 ∈ int(CRA ) and θ2 ∈ int(CRB ) such that
x∗ (θ1 ) = x∗ (θ2 ). Since H −1 is invertible and therefore a
bijective mapping, we have GTA u∗A = GTB u∗B , i.e.,
X
X
u∗A,j GTj +
u∗A,j GTj
j∈A∩B

=

j∈A\B

X
j∈A∩B

u∗B,j GTj

+

X

u∗B,j GTj

(15)

j∈B\A

which implies u∗A,j = 0 for j ∈ A\B and u∗B,j = 0 for
j ∈ B\A, which contradicts the assumption that there are
no weakly active constraints in int(CRA ) and int(CRB ).

Fig. 2: Critical regions for Example 1. [12]

Corollary 1: Consider the same assumptions as in Theorem 3, if GB can be obtained by adding or deleting rows
from GA , i.e., A ⊂ B or B ⊂ A, then x∗ (θ1 ) 6= x∗ (θ2 ),
∀θ1 ∈ int(CRA ), θ2 ∈ int(CRB ).
Lemma 1 ([13], [14]): Let A be a given optimal set for
some θ ∈ Θ∗ . Assume that (1) LICQ holds for A, (2) there
are no coinciding inequalities for facet of cl(CRA ), and (3)
there are no weakly active constraints at x∗ (θ) for all θ ∈
cl(CRA ). Then, the optimal active set of any given adjacent
critical region of CRA only differs A in one element.
Corollary 2: For any two adjacent critical regions satisfying the assumptions in Lemma 1, denoted by CR1 and CR2 ,
we have x∗ (θ1 ) 6= x∗ (θ2 ), ∀θ1 ∈ int(CR1 ), θ2 ∈ int(CR2 ).
Example 1: Consider the problem [12] where


1 0
H=
(16)
0 1


1 −1 0 0 1 −1
GT =
(17)
0 0 1 −1 1 1


1 −1 1 −1 1 −2
ST =
(18)
1 −1 −1 1 3 −1


wT = 1 1 1 1 0 0
(19)
and −1 ≤ θ1 , θ2 ≤ 1. The critical regions and corresponding
optimal active sets are depicted in Fig. 2. For instance,
we are interested in computing the equivalence set of θ =
[−0.4, 0]T , which resides in CR{6} . Corollary 1 indicates
that critical region CR∅ , CR{3,6} , CR{4,6} can be excluded
from the search as their corresponding optimal active sets
either include or are contained by {6}.
B. Existence of non-singleton equivalence set
We now consider the question: under what conditions is
free-lunch privacy guaranteed to exist at a given parameter?
According to the definition of free-lunch privacy, this is
equivalent to examining when the equivalence set of a
parameter is a non-singleton. We will first focus on the
geometry of the equivalence set constrained to the critical
set that contains the given parameter, because (1) this critical
region is the only one that is always guaranteed to include
equivalent points to the given parameter among all critical
regions (because any parameter is equivalent to itself); (2) the
existence of a non-singleton equivalence set on this critical

region serve as a sufficient condition for the existence on the
entire parameter space.
Definition 7 (Constrained equivalence set): For a given
parameter θ∗ , let the critical region containing θ∗ be CRk∗ .
The constrained equivalence set of θ∗ is the set [θ∗ ]c = {θ :
θ ∈ [θ∗ ], θ ∈ CRk∗ }.
Lemma 2: Given a parameter θ∗ , assume that θ∗ ∈
int(CRk∗ ). Then, dim([θ∗ ]c ) = dim(ker(Fk∗ )).
Proof: By Theorem 1, [θ∗ ]c is the intersection of CRk∗
and a linear subspace characterized by
{θ : Fk∗ θ = Fk∗ θ∗ } = θ∗ + ker(Fk∗ ) := L

(20)

where ker(·) denotes the kernel of a matrix, i.e., ker(Fk∗ ) =
{x : Fk∗ x = 0}. It is clear that dim([θ∗ ]c ) ≤ dim(ker(Fk∗ )).
We next prove dim([θ∗ ]c ) ≥ dim(ker(Fk∗ )) to obtain the
theorem. By the assumption that θ∗ ∈ int(CRk∗ ), there
exists a full-dimensional ball centered at θ∗ with some radius
r1 that can be fitted in int(CRk∗ ). Let the ball be denoted by
B1 = {θ ∈ Rn : kθ − θ∗ k2 ≤ r1 }. Because θ∗ also belongs
to L, there exists another ball B2 centered at θ∗ with radius
r2 < r1 on L, i.e., B2 = {θ ∈ L : kθ − θ∗ k2 ≤ r2 }. Since
B2 ⊂ B1 , any θ in B2 also belongs to (B1 ∩ B2 ) ⊂ [θ∗ ]c .
This implies that a ball with dimension same as L can be
fitted in [θ∗ ]c . Therefore, we can conclude that dim([θ∗ ]c ) =
dim(L) = dim(ker(Fk∗ )).
Using Lemma 2, we can prove the following theorem that
states the sufficient conditions for the existence of free-lunch
privacy at a given parameter.
Theorem 4: Given θ∗ and assume θ∗ ∈ int(CRk∗ ). Let
A be the optimal active set at θ∗ . It is ensured that [θ∗ ] is
non-singleton if any of the following conditions is met:
Case (1): No constraints are active at θ∗ , i.e., A = ∅;
• Case (2): The number of optimization variable is less
than the number of parameters, i.e., s < n;
• Case (3): The rank of GA is less than the number of
parameters, i.e., rank(GA ) < n; particularly, if LICQ
holds then this condition reduces to checking if the
number of active constraints at θ∗ is less than the
number of parameters, i.e., |A| < n.
Proof: We consider the optimizer function in three
different situations.
1): A = ∅. Since for inactive constraints u∗I\A = 0,
we have x∗ (θ) = −H −1 GT u∗ = −H −1 GT u∗I\A = 0.
Therefore, free-lunch privacy holds on the entire critical
region CRA .
2): A 6= ∅ and LICQ holds. By [12],
•

Fk∗ = H −1 GTA (GA H −1 GTA )−1 SA

(21)

which follows that rank(Fk∗ ) ≤ min{|A|, s, n}. In addition,
by the rank-nullity theorem we have
dim(ker(Fk∗ )) = n − rank(Fk∗ )

(22)

Therefore, if s < n or |A| < n, then dim(ker(Fk∗ )) ≥ 1
which implies free-lunch privacy at θ∗ by Lemma 2.

3): A 6= ∅ and LICQ does not hold. Let l = rank(GA ).
Again, using the results in [12] we have
Fk∗ = H −1 GTA,1 U1−1 P

(23)

where GA,1 ∈ Rs×l , U1 ∈ Rl×l , P ∈ Rl×n . Therefore, we
have rank(Fk∗ ) ≤ min{s, l, n}. If s < n or l < n, then
dim(ker(Fk∗ )) ≥ 1 is always ensured by the rank-nullity
theorem.
Summarizing 1)-3), we prove the theorem.
Example 1 (continued): We use the problem described in
(16)-(19) to demonstrate the utility of Theorem 4. We consider the constrained equivalence set of the Chebyshev center
of each critical region. Let the Chebyshev center of critical
∗
region CRA be denoted by θA
. First, notice that there is no
∗
constraint active at θ∅ . By Case (1) in Theorem 4, free-lunch
privacy always exists at θ∅∗ . This is validated by Fig 3d, where
every point in the critical region is equivalent to θ∅∗ . Second,
∗
∗
∗
since θ{3}
, θ{5}
and θ{6}
all have one active constraint, and
the existence of free-lunch privacy at these points is ensured
by Case (3) in Theorem 4, as illustrated by Fig. 3c, 3e and
∗
∗
∗
3f, respectively. For θ{3,5}
, θ{3,6}
, and θ{4,6}
, the number of
active constraints are equal to the number of parameters and
free-lunch privacy at these parameters are not guaranteed.
As shown in Fig. 3b, 3g, 3h, the constrained equivalence
set associated with each of these parameters collapses to a
singleton.
IV. I MPLICATIONS FOR S TATISTICAL E STIMATION
The analysis in the preceding section implies that freelunch privacy may not always exist. If the user’s data is
shared sequentially, then there will be some data points
which can be hidden without sacrificing the performance
while sometimes the truthful data must be reported in order
to maintain the optimality of a decision making process.
Assume that a user shares his/her data multiple times
(continually or intermittently) to acquire the service. We
consider two types of adversaries:
• A weak adversary, who can eavesdrop the communication link from the user to service provider and can
intercept any data shared by the user;
• A strong adversary, who has access to not only the
user data but the optimization problem that the service
provider solves in order to offer the service.
Both adversaries are interested in learning the parameter
of the underlying random process that generates the user’s
data. We further assume that users’ data is exchanged via
a simplified version of the free-lunch privacy mechanism
described in II-A. The simplified mechanism only calculates
the constrained equivalence set of a given data point in order
to improve computational efficiency. More specifically, in the
simplified mechanism the user randomly selects a data point
in the constrained equivalence set of the truthful data and
reports it to the service provider.
In this section, we will use a simple example to demonstrate that the free-lunch privacy mechanism can protect
the process that generates a user’s data against adversarial
inference.
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Theorem 5: For the optimization problem in (2) with onedimensional parameter space (i.e., θ ∈ R), if there exists a
region where the optimal value function is constant, there is
only one such region.
Proof: The proof simply follows from the convexity of
J ∗ (θ).
Corollary 3: Consider θ ∈ R for the optimization problem
in (2). If there exists a region where the optimal value
function is constant and the assumptions in Lemma 1 hold
on the region, then all parameters in this region belong to
the same critical region.
Proof: We use the contradiction technique for the proof.
Assume that this constant region can be partitioned by multiple critical regions. We consider two neighboring ones and
denote them by CRi and CRj , respectively. By Corollary 2,
we know that for any θi ∈ int(CRi ) and θj ∈ int(CRj ),
x∗ (θi ) 6= x∗ (θj ). Using the similar technique to the proof
of Theorem 3, we can also prove that x∗ (θi ) 6= −x∗ (θj ).
Therefore, J ∗ (θi ) 6= J ∗ (θj ), which contradicts the fact that
the optimal value function is constant on CRi and CRj .
Corollary 3 indicates that all non-singleton constrained
equivalence sets correspond to the same set which can be
characterized by a single closed interval. Therefore, we can
model the data reported by the simplified free-lunch privacy
mechanism as follows.
Let θt and θ̃t denote the original and reported data, respectively. Let [a, b] denote the unique constrained equivalence
set. The generating process of θ̃t can be described as:
• if θt ∈ [a, b], then
 1
a−b , for θ ∈ [a, b]
P (θ̃t = θ) =
(24)
0, for θ ∈
/ [a, b]

2

0.7
0.6

1

(h) AC# = 2, dim(ES) = 0

Fig. 3: (a) illustrates the optimal value function on each
critical region; (b)-(h) demonstrates the constrained equivalence set of the chebyshev center of each critical region. The
constrained equivalence set is shown in black line. AC#
stands for the number of active constraints, and dim(ES)
represents the dimension of the constrained equivalence set.

Assume the user’s data is generated from an identically
distributed and independent (i.i.d.) one-dimensional Gaussian
source with mean µ and a known variance σ 2 , i.e., θt ∼
N (µ, σ 2 ), where θt represents t-th data sharing. The adversaries are interested in inferring µ from data observations
under the simplified free-lunch privacy mechanism.
We first present a theorem that describes the geometry
of constrained equivalence sets in the one-dimensional case,
which helps us model the data reported under the privacy
mechanism.
Lemma 3 ([11]): The optimal value function J ∗ (θ) :
∗
Θ → R is a continuous, convex, and piecewise quadratic
function.

if θt ∈
/ [a, b], then θ̃t = θt .
Note that when free-lunch privacy exists, i.e., θt ∈ [a, b],
the reported data θ̃t satisfy the local differential privacy [5]
0
)
with  = 0 as PP((θ̃θ̃t |θ|θt =θ
= 1 ≤ e , ∀θ, θ0 ∈ [a, b].
t t =θ)
We would like to compare the estimation of µ by some
adversary with and without using the free-lunch privacy
mechanism. We will assume that the weak adversary uses
the sample mean to estimate µ, since, in the absence of
more information, it is difficult for the adversary to design
a better estimator. We will assume the strong adversary uses
the maximum likelihood estimator (MLE) to estimate µ, as
he has enough information to easily design this estimator.
Let µ̂adv,data denote the adversary’s estimate, where
adv = {w, s} stands for the adversary type (weak/strong)
and data = {o, r} is the data observed by the adversary
(original data/reported data via the free-lunch privacy mechanism).
Without using the free-lunch privacy mechanism, i.e., both
strong and week adversaries have access to the original user
data, the estimator used by both weak and strong adversary
is
PT
θt
adv ∈ {w, s}
(25)
µ̃adv,o = t=1 ,
T
•

0

The bias and variance of the estimator are given by

10 4

-0.5

bias[µ̃w,r ] = E[µ̃w,r ] − µ
(b−µ)2
(a−µ)2
σ
a+b
− µ)P [θt ∈ [a, b]] + √ (e− 2σ2 + e− 2σ2 )
=(
2
2π
(29)
By Proposition 2, using the sanitized data of the freelunch privacy mechanism the weak adversary’s estimate of
the mean of the user’s data is always subject to some nonzero
bias.
A strong adversary has access to the parameters of the
optimization problem solved by the service provider and
thereby it knows exactly how the reported data is generated.
It can derive an MLE estimator based on its knowledge about
the value of a and b.
Proposition 3: Let A = {i : θ̃i ∈
/ [a, b]}. The MLE
estimator for a strong adversary is
µ̃s,r = arg max log(W )

(30)

µ

where
log(W ) =(T − |A|) log P [θt ∈ [a, b]] +

X
t∈A

−

(θ̃t − µ)2
2σ 2



(31)
Example 2: Assume θt ∼ N (0, 1), a = −10, b = 0 and
T = 1000. We adopt numerical methods to compute the
MLE estimator for the strong adversary, and compare it with
the estimator used by the weak adversary. The simulation
result is illustrated in Fig. 4. We can observe that the
strong adversary’s estimator enjoys lower bias than the weak
adversary’s estimator due to the additional knowledge about
the optimization problem solved by the service provider.
V. C ASE S TUDY: O CCUPANCY- BASED HVAC C ONTROL
In this section, we demonstrate the use of the free-lunch
privacy mechanism to minimize the release of private data
in HVAC control. In smart buildings, the control of HVAC
systems is adapted to room occupancy for the purpose of
energy saving and thermal comfort. However, the occupancy
data, especially in offices and households, contains rich
information about space owners’ habits and behaviors, and is

-1
-1.5

log(W)

bias[µ̃adv,o ] = 0
(26)
2
σ
var[µ̃adv,o ] =
(27)
T
Now we discuss the case where the simplified free-lunch
privacy mechanism is adopted to sanitize the data. We first
consider the weak adversary. Since the weak adversary only
has access to the data measurements, there is no information
that can help the adversary to improve the estimation. Therefore, we suppose the estimator used by the weak adversary
to be
PT
θ̃t
(28)
µ̃w,r = t=1
T
Proposition 2: The systematic error of estimator, which
we still call bias, is
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Fig. 4: Comparison of the strong and weak adversary’s
estimation of a user’s data generating process under the freelunch privacy mechanism. The user’s data is generated from
an i.i.d Gaussian process specified in Example 2.
TABLE I: Parameters used in the HVAC controller.
Param.
∆t
cp
M
cocc
ṁz
Ts,lb
Ts,ub
To,lb
To,ub
Tu,lb
Tu,ub

Meaning
Discretization step
Thermal capacity of air
Thermal capacity of the env.
Thermal coefficient
Supply air flow rate
Lower bound of supply air temperature
Upper bound of supply air temperature
Lower bound of comfort zone (occupied)
Upper bound of comfort zone (occupied)
Lower bound of comfort zone (unoccupied)
Upper bound of comfort zone (unoccupied)

Value & Units
15min
1kJ/(kg · K)
1000kJ/K
0.1kW
0.0382kg/s
5◦ C
40◦ C
21.5◦ C
27.5◦ C
18.5◦ C
36.5◦ C

therefore considered privacy-sensitive. We present a singleroom temperature control example with MPC, and study
how much occupancy information can be concealed without
affecting the performance of HVAC control.
A. MPC model
Here, we briefly summarize the MPC model used for
simulation with reference to the notations in Table I. For
the detailed derivation, we refer the readers to [15], [9].
State dynamics. The continuous temperature dynamics of
a zone can be derived from the law of conservation of energy,
d
T = Q̇ + cp ṁz (Ts − T )
(32)
dt
which includes the zone temperature T , the thermal capacity
of the zone M , the mass air flow to the zone ṁz , the
supply air temperature Ts , and the heat capacity cp . In
this example, we consider regulating the room temperature
by controlling the supply air temperature. Q represents the
thermal load, which can be calculated by applying a thermal
coefficient cocc to the occupancy θ, i.e., Q = θcocc . Here, we
consider the occupancy is binary, i.e., θ ∈ {0, 1}, indicating
absence/presence.
Using the trapezoidal discretization, we obtain the following linear temperature dynamic model
M

(

M
cp ṁz
M
cp ṁz
+
)T (k + 1) = (
−
)T (k)
∆t
2
∆t
2
cocc (θ(k) + θ(k + 1))
+cp ṁz Ts (k) +
2

(33)

where To,lb , To,ub represent the comfort range when a room
is occupied. Tu,lb , Tu,ub correspond to the lower and upper
bound of room temperature when a room is not occupied.
It is typically preferred that [To,lb , To,ub ] ⊂ [Tu,lb , Tu,ub ] in
order to save energy.
C3: T (1) = Tmeasurement , i.e., the measurement from
temperature sensor is used for updating the initial state.
Cost function. Our objective is to minimize the energy
consumption of the HVAC system, which is quantified as the
l2-norm of the difference between the supply air temperature
Ts and the temperature of the outside environment To . In
addition, we would like to regulate the room temperature T
around a desired temperature Tdes . Let the MPC horizon be
N , the cost function is given by
min

T ∈RN ,Ts ∈RN −1

kTs − To k22 + λkT − Tdes k22

(36)

Furthermore, the occupancy is assumed to be constant in
the optimization horizon. Note that the cost function is a
quadratic function of the decision variables, and the constraints are affine in decision variables. The occupancy data
(or parameter) appears as a linear term in the optimization
constraints. Therefore, we can use the machinery developed
in previous sections to analyze the free-lunch privacy in the
occupancy-based HVAC control.
B. Simulation results
We apply the free-lunch privacy mechanism, which reports
random bits or does not report anything when different
occupancy status results in the same control action while
reporting truthfully otherwise. The MPC horizon is fixed to
be one hour. The value of other parameters are given in
Table I. We assume temperature sensor measurements are
given by adding a Gaussian random noise with standard
deviation 0.1◦ C to the temperature model (33).
We simulate the HVAC system behavior for two days for
different outside weather conditions and occupancy patterns.
The results are illustrated in Fig. 5. Different occupancy
patterns are simulated via the Markov chain with varying
transition probabilities, i.e.,

q, if θt+1 6= θt
P (θt+1 |θt ) =
(37)
1 − q, if θt+1 = θt
where q is referred to as occupancy variability in the figure.
As shown in the figure, as outside ambient temperature
becomes more extreme, the required number of truthful occupancy report increases. For instance, in the high-temperature

Free lunch privacy in occupancy-based HVAC control

Truthful report ratio

Constraints. The system states and control inputs are
subject to the following constraints:
C1: Ts,lb ≤ Ts (k) ≤ Ts,ub , representing the heating coil
capacity;
C2: Tlb ≤ T (k) ≤ Tub , delineating the comfort range. Tlb
and Tub take different values for different occupied status:

To,lb , if θ(k) = 1
Tlb =
(34)
Tu,lb , if θ(k) = 0

To,ub , if θ(k) = 1
Tub =
(35)
Tu,ub , if θ(k) = 0
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Fig. 5: Simulation of the proportion of occupancy measurements that must be reported truthfully in a typical occupancybased HVAC control application for different weather conditions and occupancy patterns under the free-lunch privacy
mechanism (blue surface). As a comparison, the case where
occupancy data is reported without the free-lunch privacy
mechanism is also shown here (yellow plane).

scenario the change of occupancy status will dramatically
change the control action. If there are no occupants, then the
most energy-efficient way is to deactivate the temperature
control and let the temperature drift; nevertheless, if the
occupant is present in the space, the HVAC system is
obligated to drive the temperature to the comfort range
specified by the building code. In contrast, if the outside
temperature does not deviate much from the comfort range
then the occupancy measurements are actually not necessary
for executing the optimal control. The free-lunch privacy
mechanism differentiates the critical measurements from the
“trivial” measurements that do not contribute to the control,
and conceal the unimportant measurements for better privacy.
As a comparison, the yellow plane demonstrates the case
where the control is ex. The gap between the yellow and
blue surface signals the amount of measurements that can
be concealed as a free lunch. It is also interesting to notice
that there is quite a bit of free-lunch privacy that can be
exploited in HVAC control applications due to slow dynamics
of building environment.
VI. C ONCLUSION
In this paper, we present a framework to analyze freelunch privacy in data-informed operations of CPS. Free-lunch
privacy is the data ambiguity that can be allowed without
affecting the optimal decision making. We present algorithms
to efficiently compute free-lunch privacy given the optimization problem underlying the decision making process, as well
as sufficient conditions for a quick check of the existence
of free-lunch privacy. We also study the resilience of the
free-lunch privacy mechanism against the adversaries that are
interested in learning the process that generates a user’s data.
We demonstrate the use of the framework established in this
paper to analyze the amount of free-lunch privacy in a smart

building control application. It is shown through simulations
that when the outside temperature is in a moderate range
much of the occupancy measurements are redundant and
therefore can be concealed to protect the user’s privacy.
For future work, we plan to extend the analysis on
quadratic programming presented in this paper to other nonlinear optimization problems. It is also interesting to apply
the framework to some other CPS applications such as taxi
dispatch and integrated energy planning.
The majority of work in privacy thus far has focused on
how to allow consumers to “hide in the crowd” for large
databases. In this paper, we consider ways in which a single
user can modify their reported data without affecting their
experienced quality of service at all. The free-lunch privacy
framework ensures that the system will behave exactly as it
would in the absence of any privacy-preserving mechanism,
while still improving the privacy of users by reducing the
amount of truthfully transmitted data. In this precise sense,
our users can have their cake and eat it, too.
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